
'HI iOlNf CMIfFS Of STa.** 



SJ'CV 



MJCS-l 10-92 
29 June 1982 



MEMORANDUM FCfc 7H r. SECRETARY CF DEFEASE 

bubiect: Joint Operational Acquirement £oc Surv i vaij io and 
Endurant Strategic Cooaunications <'J) 



1. (U) The statement ot requirement in tne Enclosure for a 
survivable and endurant strategic communications capability 
has been approved. The neada of the unified and specified 
commands hava been considered in its preparation. It supersedes 
t.ne Appendix to JCSM 353-78;* 13 Oecembar 1978. " Roqui r«*r*ent 

ror ijurvivabie and Endurajrt Strategic Communications . " 

2. (jg) The Enclosure 1b forv&rdod for use as an explicit 
statement of requirement for the prograjo intended to provide 
assured and flexible coraauni cat ions to support strategic 
force operations in all threat environments. Although no 
single program will satisfy all aspect© of the stated require- 
ment, the contribution made by each onould bo considered when 
evaluated against feasibility and coat. 

3. (U) without attachment, this memorandum is downgraded to 
CONFIDENTIAL, 

Por the Joint Chiefs of Staff: 




-X^EdL^-r-®***-^. _ 



: . DALTON 
lutonant General, USA? 
eccor, joint Staf J 
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EN C LOS i; Hi: 

JOINT OPCRAT IO:J\L R20'- 'I RE: :tCt."T TOR SURVIVA3LE 
AND ENDURAT.'T STRATEGIC CO «i>tC:JZCATIO\'S (U; 

SECTION I 



STATEMENT OF NEED (U) 

1. i^J purpose . "ho purpose of this docuwont ia to eatoOKsh the 
joint operational requireraenc foe the curr.munxcat ions cap<io:ntie9 
needed to provide assured uacr-to-user atrateqic cccnMum cat ions 
connectivity in peacetime, during the transition to nuclear "war. 
through the period of nuclear confltct, which v>ay be protracted, 
to tne termination of hostilities, and in the postwar recovery 
period, to support the accomolisr. l-ant \j£ national guidance. 

2. $j£) Q*» f t nlf ior> . Stratogic coirnunieoclon* oyotcm* muac prov-ic 
c^cv.irr*, a SGu red , timely and flexible communi cat ions to oapoort 

C2 of strategic forces that are designed for employrxsn t in nuclear 
wartare on an intercontinental scale and to airlift forcoo in 
direct support of nuclear warfare activltlfia (e.g ., transfer of 
nuclear weapons, damage assessment, etc). 




i. (*f£J Introduction . Policy guidance for ther employment of 
nuclear wotpors T^UWEPy stst«a that detdrronca of direct ottadc, 
particularly a nuclear attack, on tht Jnitcd State* and its allios 
itt tne most fundamental national security objective. Nonetheless, 
the NO'WEP roco^nlxes '•►'it n .JlMr 1 -*- attack could_ojscur and be come 
a protracteo conflict. 




CJ-ASSIFTED BY DIRECTOR, JCIKT STAFF 
REVIEW ON 22 FEBRUARY 2002 
EXTENDED BY DIRECTOR. JOIOT STAFF 
REASQNj 5200. 1R, PARA 2-301c5 
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4 - <** Backarcund. Strategic C2 communications systems oust 
support a definable set of functions in. peacetime, during an 



initial response to nuclear ati^cK , and during, as well as aCt.-r 
proccACCed nuclear conflu-t. ^^ iiiSI I III I I II II H l UB ■ ■' ' ■ , ,, ' 




*• •> pgacetl Bt (Pteauack) . Continuity and utilisation of 
communications systems and coraaunicationa.Juppott through txll 
levels ot conflict should be aasimized, 




Z__ w *• ""•••www , Dl.[tt.^«^lC 

coMunicationa systems, in conjunction with force* and otber 
command and control elements, >usc be firequenely exercised In 
ways toat simulate wartime conditions as closely as possible to 
Insure «■">---- ..*.,-. __^— — «- 




-. , __ j+tk^ „ - >rring informa- 

tion rfAtfng uaera securely, accurately, and rapidly end must be 
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exploit friendly 

. . -„ Js for the purposes of determining 

US intentions, identifying surviving strategic targets for 
follow-up attackr, and deception, can.be expected. 

d l ( «*> Po«tew«r Recovery Period . Following the termination 
of nuclear conflict, strategic comnuni cat ions caoabilitiao 
Bust be capable of performing -*---•--■ • - ■ -- 

aubparagrapns 4b and <c abov.l 
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C S to the n ratntj.i. coivrtuin~iV.it i on •• syntcm in 
this time pei lOvi may bo less severe Ui.m that wiiu-l* oxivtra 
at the ootbcc.il. ot hustiluics, ri-.o i<Juttional uvooloms of 
reduced security. .^a snt cnanee . and ucher suoport capabi l i t ieo 
will exist in the pos t. -conf 1 icr period. 




ucacioni intor.acas must be sustained or 
ion forcca and comnvonc centers and oourcaa of 
consum<ibltia such as- food, w«cer, POL., and ap-are parts. 

SECTION II 

STATJLtfi^T ur QPKKATiaNAi, CA •» ABILITY (U) 

6- (U) System Functional Requlremontc and Operational Concepts 

Peacetime (Prcatuc! 




— _ planning. 

development, and exercise activities for secure strategic 
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conpun icu «. ions systems must satisfy the requirement for 
assured end-to-end co'wiunlcdtioni connect 1 vi i y :n all wartime 
onvironnents. Such nctivit jo» niuot recoqnlzc tnat ail 
functions 1 $£ncj t i «-»a in the p riced Lng ttatenent of need are 
essential 




(1) <^) The minimum warning, command and control, and 
strategic force elements that peacetime strategic 
cororr.jnicati.on3 systems planning, development, and 
exercise activities rr.uat support include the: 

(a) (UI NCA. 

(b) (U> National Military. Command System (NMCSJ . 

(c) (U> Headquarters, alternate headquarters, 
emergency relocation sites, and airborne command 
posts of the commanders of unified and specified 
commands. 

(d) (U) Service Headquarters and all commando that 
arc assigned mission rcspons ibilitiea directly 
supporting strategic warfare oreparat ion, readiness, 
or recovery and reconstitution. 

(e) (O) TW/AA system elements; ground based, airborne, 
and opaceborne. 

(f) (v^) Strategic nuclear fo..-c«», including t 

1. (O) Bombers and tankers, while airbom®, or on 
the ground at CONUS main oporoting or dispersal 
bases, or at overseas bases. 

2. U&) IC&Ms at CONUS locstions, - i - »ci uO ing — tag t i' %: ' 

?vM IH r m * VnTT'*^* """j ■ i T>iTn j °» w -f*?H1 1 ft 

3. <u> SSBNb. while in port or at sea, in alert, 
modified alert, or nonalert status. 

Cg) (Q) WWMCCS airborne elements on airborne or ground 
alert in CONUS and at overseas locations. 

<h) {$) Airlift projection forces while at CCttUS 
asain operating bases or dispersal bases. 
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(i) <4£) All forces And fflcihtles conraittcJ to NlTfCP 
reconn*ilSSuncc -incluUJnq main *nd rorwjiJ operating 
bases and reconnaissance forces wniie ansornc. 

O) -S^tt North American aerospace defenae fore-.o 
including AWACS . operating over CONUS or overseas. 

( 2 ) C U ) S ocial Cona ider.u >ona for Pcjcotimc Activities 

(a) W) Survi v/»blo nnd neeonatltutftblo Strategic 
Communications Systems . Ic is anticipated that: no 
: single system can provide the support roquired- for 
all the functions that must be performed by time 
period, considering the different environments that 
can exist and the command ano force elements tlvat 
must be connected. The3e time periods, environments 
and command anl force e Lpm«^y; r ^ro described in the 
preceding statement of need 




^^_ r __^__________ Where sucviv&bie end 

endu "ant capabilities can'hdr'*he assured, reconotitutatole 
nuclear hardened capobillti#»j are required. A balance 
between survi vable and recenst- itutable systems is 
deairabOte. due to. the functions to be performed and., 
the environments thac- mav exmt over the period of a 
protracted conflict. 
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(b) - IdH Record ;>nd Voice Com!-m,- ic itior,s ~ vssc- > g. 
with one except i on", a Ll JunctionAa rocju; c- -ont.7 i,y be 
satisfied by comi3in<st iojis of secure record or voice 
communications systems. For these requirements, the 
specification of the npjia nix for strateqic c~rv- jn : - 
cations systems La_best left to the flpcrosr iat-c ■ J5 k 
ore 




(d) <(*» Time L i ne Criteria tor In f omatton Transfer . 
Thes-2 criteria'are esta-ilianed by JCStt-2 j<3-7 8 , 
12 July 1978, "Tactical warning and Attach Assessment 
Requirements in Support of Presidential Retaliatory 
Execution of the S10P" and S.:-17-78 Co Director, DCA, 
16 January 1-J78. "SIOP Communications" aa may be 
amended in the future. 



(e) tjjl Systems Security . F»cilitiea which produce and 
distribute accure codes . aat.iontic«tors, and other 
materials ooscntidl to eucure communicotions ar« 
vulnerable to destructAjun or severe disruption bv the 
initial enemy att&c.V 




XO 
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and opoiaiora o i us/, 
UAtellitca s.lnuld bo oncoiraqeJ to include nupl««r 
hardanina > .-» their lystemti sp*»ci £i cot ions so that 
com»«rcial aaccllitcs «an be usod to complement 
surviving military satellites. 

(g} {$») Personnel Protection Strategic communi cat ions 
facilities must provide nuclVar, biological, and 
chemical (.»BC) protection of personnel to minimize 
losses. Peroonnel oust j lso ^c protccred from injury 
cnat m.iqnc otnerwi.se resuit from li.v;1 disturbance 01 
terrorism during a protracted conflict. 

(hi (Uj System Performance Criteria . Strategic conuauni- 
cationa performance criteria nra contained in JCS Pub 19, 
Voluri.2 4 . 

« 'J 
(i) l&) System Maintenance . The systems and capaJaiia t ies 

dea;qned or planned to provide aurvivable and endurar.t 

strategic coirnnunications in wartime environments must 

be supported, to tne maximum extent feasible, by military 

par*v.inne L, 

Initial Huclear Rcsnor>s< 
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PARTIAL TRANSCRIPTION - ORIGINAL FOLLOWS 



(3) The Fleet Ballistic Missile (FBM) submarine (SSBN) 
force is the most survivable and endurant leg of the 
strategic TRIAD today. Accordingly, the requirement for 
employment decisions and for communicating orders to the FBM 
submarines is least time urgent. However, SSBN operational 
procedures, which help assure covertness (and therefore 
survivability and endurance) significantly constrain options 
for transmitting orders to them. 



( M Q 
lor re 
si I .a 

»?rr.{j J o 
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t i ona 

then- 
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ogir TfifAi* L«d.M-. \r-.-.. r ,i.n ,: y . t he scpiroPCftt for 
yrrw ..t di-ci s i.-ns \n._; {,,.- comrunii.jtt.iq oroi«rs Co t:-.e 
ulairii:'^ ,is Je.ist Cimc uryc-it. iijwever, SSO.'l < K c r i - 
1 pmc-.lutcs, wni:!i hclo assure wcr:nes5 ( jnd 
foru <urviv.i Ul utv ..n.i ... ; ., 3 iq-af icj.v Iv con- 
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Designers ot new strategic conuaunncatior-s capaD i 
must be .ognizant of tnesa proor.r.s to insure timely 
availability a«»d compatibility o* th^connunications needed 
to connect those evolvi 




th;s reason. designers must incJuJc JhC protection St 

communicat ion.3 facilities, to min»...i.ze pecaonnel losses. 

:lew strategic comnunications .:»;.^hilitics tnuat provide nigh 

availability and be capaJblo of autonomous operation to the 

maximum degree that is technically pos3iaie. For systems 

of thi&^Typs. electrical power becomes, an iaportant considera- 
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A complementary set of satellite, airborne 
*i\d torn i^eisn comaunicat 1 one cacAbil Ltic3 are required to 
provide the necessary redundancy for aGSurcd global connec- 
tivity in a protracted conflict. 




'he hardware anci employment 

strategies, including reconst i*tut ion of conynuni cations ahouia 
not deviate 3igni f ic-ant iy during these periods, Strategic 
consnuntcatinns in the postwar recoviry period must bo highly 
autonomous and easily rsconst i r.utaft o . They serve the HCA \.o 
provide essential information to stabilize and prevent 
deterioration of national raiolve and provides rapid, appropriate 
relief to >solatcd areas and surviving portions of the ailitary 
and civilian infrastructure. 
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